DNSLint Documentation

DNSLint is a Microsoft Windows utility that helps to diagnose common DNS name resolution issues.  

DNSLint has three functions that verify Domain Name System (DNS) records and generate an HTML report. 

· DNSLINT /d diagnoses potential causes of "lame delegation" and other related DNS problems.

· DNSLINT /ql verifies a user defined set of DNS records on multiple DNS server

· DNSLINT /ad verifies DNS records specifically used for Active Directory replication
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I. DNSLint Syntax and Options

DNSLint is a command line utility.  The syntax is as follows:

dnslint /d domain_name | /ad [LDAP_IP_address] | /ql input_file

        [/c [smtp,pop,imap]] [/no_open] [/r report_name]

        [/t] [/test_tcp] [/s DNS_IP_address] [/v] [/y]
Required parameters (one of /d or /ad or /ql):

/d used to request domain name tests – useful when troubleshooting lame delegation issues
   - must specify domain name to test

   - cannot be used in conjunction with /ad
/ad used to request Active Directory tests

   - resolves DNS records used for AD forest replication

   - default is to use local system's LDAP service

   - can specify remote LDAP server IP address (optional)

   - only valid IP addresses accepted - names not accepted

   - typically this is an Active Directory Domain Controller

   - must be used with /s option where /s specifies the

     IP address of a DNS server that is authoritative for

     the _msdcs zone in the AD forest root

   - cannot be used in conjunction with /d or /c
/ql used to request DNS query tests from a list

   - sends the DNS queries specified in a text input file

   - must specify the path and name of the input file

   - A, PTR, CNAME, SRV and MX record queries supported

   - create a sample input file by running:  dnslint /ql autocreate

   - cannot be used in conjunction with /d, /ad, or /c
notes:

       - /d /ad /ql cannot be used together

       - /c cannot be used together with /ad or /ql

       - when using /ad, /s must also be specified
Optional Switches:
/c used to request connectivity tests on e-mail servers

   - tests SMTP, POP, and IMAP ports on e-mail servers found

   - default is to check all three, can specify one or combination

   - use comma seperated list:  /c pop,imap,smtp
/no_open used to prevent report from automatically opening

    - useful in scripts
/r used to specify the name of the report file created

    - .htm extension is automatically added to report names

    - report is created in HTML format - default name is dnslint.htm

    - default location is the current directory

/s used by-pass InterNIC whois lookup

    - specify DNS server IP address instead of querying InterNIC for one

    - starts checking DNS records using supplied IP address

    - only valid IP addresses accepted - names not accepted

    - use this option to check domain names not supported by InterNIC
    - when /ad is used, /s must be used to specify a DNS server

      that is authoritative for the _msdcs subdomain in the root

      domain of the AD forest

    - when /ad is used, /s localhost can be run to determine if

       the local system can resolve records found in the AD tests
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Optional Switches (continued):
/t used to request output to a text file

   - shares same name as .htm report but with a .txt extension

   - created in the same directory as the .htm report file
/test_tcp used to request that TCP port 53 be tested

   - by default only UDP port 53 is tested

   - this option checks if TCP port 53 is responding to queries

   - Cannot be used with /ql
/v used to request verbose output to screen
/y used to overwrite existing report file without being prompted
   - useful in scripts
Required Parameters Explained:
DNSLint requires one of three parameters to run:

· /d – Domain name tests

· /ad – Active Directory replication tests

· /ql – Tests specified in a “Query List”
-d
The /d (domain name test) switch is used to test a particular DNS domain name.  This switch is used to help diagnose “lame delegation” issues and other related DNS issues.  For more details on this functionality please see the section of this report titled “Using DNSLint to Diagnose Lame Delegation. “ 
-ad

The /ad (Active Directory test) switch is used to test the DNS records responsible for Active Directory forest replication.  For more details on this functionality please see the section of this report titled “Using DNSLint to Verify DNS Records Used for AD Replication. “ 

-ql

The /ql (Query List test) switch is used to test the DNS records specified in a text input file.  For more details on this functionality please see the section of this report titled “Using DNSLint to Verify DNS Records. “ 

Optional Switches Explained:
-v

The /v (verbose) switch turns “verbose mode” on.  With this switch on, DNSLint will output the steps it is taking to collect data, to the screen.  This output can be piped to a file if needed.

For example:

dnslint /v /d msn.com

-r

By default, the name of the report that DNSLint generates is dnslint.htm.  The /r (report) switch allows the user to specify the name and location of the report file that DNSLint generates.  This option provides the flexibility to name the report file the same name as the domain name or DNS server that was tested.  The “.htm” extension is appended onto the report name automatically as the report is in HTML format.  

By default DNSLint will attempt to automatically open the report file after it is generated using whatever application has been associated with the report file’s “.htm” file
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Optional Switches Explained (continued):

Internet Explorer is associated with the .htm extension in most cases.  There is no way to change the report format from HTML using DNSLint.

The location where the report file is written can also be defined by specifying the full path and name of the report file.  DNSLint supports both local drives and Universal Naming Convention (UNC) paths.

For example:

dnslint /d msn.com /r c:\reports\reskit

This command will create a report in the c:\reports directory called reskit.htm.

Or

dnslint /d mydom.local /r \\server1\reports\mydom
This command will create a report on the remote system called server1 in the reports share.  The report name will be mydom.htm.
/t

By default, the report that DNSLint generates is in HTML format.  When the /t (text) switch is specified, DNSLint generates a text report in addition to the HTML report.  The text report uses the same name as the .htm report except its extension is .txt.  It is created in the same directory as the .htm report.

For example:

dnslint /d msn.com /r c:\reports\reskit /t

This command will create two reports in the c:\reports directory.  One called reskit.htm and one called reskit.txt.
/y

By default, when DNSLint detects that a report file with the same name as the one it’s going to generate already exists in the target directory, it prompts the user to overwrite the file.  The /y option allows DNSLint to overwrite an existing report file without prompting the user for permission.  Both the .htm and optional .txt files are overwritten when this option is used.
This command will create two reports in the c:\reports directory.  One called reskit.htm and one called reskit.txt.  Existing report files will be overwritten without prompting the user to do so.
For example:

dnslint /y /d msn.com /r c:\reports\reskit /t

/no_open
The /no_open (don’t open report) switch will prevent DNSLint from automatically opening the report after it is generated.  This option is useful hen using DNSLint within scripts when you do not want to review the reports immediately or review the reports from the system that DNSLint was run from. 

For example:

dnslint /y /d msn.com /no_open
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Optional Switches Explained (continued):

This command will generate a report called dnslint.htm that will overwrite a pre-existing report with the same name, without prompting the user.  DNSLint will not automatically open the report when it is completed.

/test_tcp
The  /test_tcp (test TCP port 53) option is used to request that TCP port 53 be tested when /d is used.  Many DNS servers on the Internet today do not accept DNS queries on TCP port 53 to avoid possible attacks on that port.  By default, only UDP port 53 is tested when DNSLint is run.  Specifying the /test_tcp option will get DNSLint to send a single DNS query via TCP and report whether a response was received.

This option can be used with /d and /ad.  However, it cannot be used with /ql or the /ad /s localhost combination.  The /ql function allows TCP port 53 to be tested right from the input file.  The /ad /s localhost function tests whether the locally configured DNS server(s) can resolve DNS records used for Active Directory Forest replication.  Testing TCP port 53 connectivity can be done using /ad /s ip_addr instead.  Where ip_addr is the IP address of a DNS server that is authoritative for the _msdcs zone in the root of the Active Directory domain.
For example:

dnslint /d microsoft.com /v /test_tcp

/c

The /c (connectivity test) switch requests that DNSLint tests well known e-mail ports on all of the e-mail servers it finds while inspecting DNS servers for the specified domain name.  The Simple Mail Transfer Protocol (SMTP), Post Office Protocol (POP version 3),  and Internet Message Access Protocol (IMAP version 4) are supported.  By default, when the /c option is specified, DNSLint will attempt to connect to all three ports on each e-mail server it finds.  i.e. TCP port 25 for SMTP, TCP port 110 for POP, and TCP port 143 for IMAP.  

DNSLint reports what state each port is in. i.e. “Listening”, “Not Listening”, or “No Response.”  If it finds that a port is “Listening”, it will also return the response from the port if any is returned.  For example if an SMTP port is listening, it typically returns a response consistent with the SMTP protocol specification, like the following:

220 mailsrv.reskit.com Microsoft ESMTP MAIL Service, Version: 5.0.2195.3705 ready at  Mon, 13 May 2002 17:08:36 -0700
When a port is reported as “Not Listening”, this indicates that the e-mail server being queried has responded with a TCP packet with the Reset flag set.  This indicates that there is no service or application listening on the port.  

“No Response” is reported when the target e-mail server does not respond to the connection attempt.  Assuming the target server is operational and running, this indicates that the port is being filtered on the target server or somewhere between the client running DNSLint and target server.
For example:

dnslint /y /v /c /d msn.com

This command will generate a report called dnslint.htm that will overwrite a pre-existing report with the same name, without prompting the user.  Because the /c option was specified an extra section has been appended to the bottom of the standard DNSLint report:

Network Connectivity Tests
E-mail server: smtp-gw-4.msn.com
IP address: 207.46.181.13

SMTP response: 
220 cpimssmtpa18.msn.com Microsoft ESMTP MAIL Service, Version: 5.0.2195.4905 ready at Tue, 14 May 2002 09:26:06 -0700 

POP response: NO RESPONSE (possibly filtered)

IMAP response: NO RESPONSE (possibly filtered)



Notes:

One or more POP servers did not respond
One or more IMAP servers did not respond



Legend: warning, error
When a target e-mail server does not respond to a connection attempt on one of its e-mail ports, DNSLint retries the connection three times.  This is standard behavior for a TCP client.  Because DNSLint waits for three separate TCP connection attempts to timeout before indicating that there was “No Response” this process can slow down the completion of the report.  In order to optimize DNSLint operation, you can specify which e-mail port or ports you want to check instead of checking all three all the time.

When the /c option is specified, by default all three TCP ports (25, 110, 143) are checked.  But you can specify which ports to check after the /c option.  A comma delimited list should be specified immediately after the /c option.  Specify valid ports only:  smtp,pop,imap  Any combination of these three ports will work.

For example:

dnslint /d reskit.com /c smtp

This command specifies that only the SMTP port (TCP port 25) should be checked.

For example:

dnslint /d reskit.com /c pop,smtp

This command specifies that only the SMTP port (TCP port 25) and POP port (TCP port 110) should be checked.
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Optional Switches Explained (continued):

For example:

dnslint /d reskit.com /c imap,pop

This command specifies that only the IMAP port (TCP port 143) and POP port (TCP port 110) should be checked.
/s

The /s (server) option can be used in combination with the /d and /ad functions.  It has several purposes, but only takes one type of data – a valid IP address of a DNS server (with one exception).
When /d is specified, the /s option by-passes the InterNIC Whois lookup that DNSLint performs by default. This allows DNSLint to run tests on private networks and run tests on domain names that are deeper than the second level domains on the Internet.  It also allows DNSLint to test domain names not supported by InterNIC.  At the time this document was written, InterNIC supported Whois lookups for the following domains: .biz, .com, .coop, .edu, .info, .int, .museum, .net, and .org.  For more details please read the section of this document titled: “How to test domains that are not registered on InterNIC (including third and fourth level domain names).”
When /ad is used, the /s option is used to specify the IP address of a DNS server that is authoritative for the subdomain where DNS records used for Active Directory forest replication are registered.  Typically this is the _msdcs subdomain under the root of the Active Directory forest.  For example, if the root of the Active Directory forest is called myad.reskit.com, the DNS server that hosts this domain may also be authoritative for the _msdcs.myad.reskit.com zone which is where the DNS records used in Active directory replication are registered.  Alternatively, the _msdcs.myad.reskit.com zone may be delegated to a different DNS server.  However the DNS infrastructure has been designed, the /s option is used to specify a DNS server that is authoritative for the _msdcs.myad.reskit.com zone.

The /s option should specify a valid IP address.  The only exception to this rule is the following combination:

dnslint /ad /s localhost

Obviously “localhost” is not a valid IP address.  When this parameter is specified with the /ad /s combination, DNSLint tests the local system’s (i.e. the system that is running DNSLint) ability to resolve the DNS records used for Active Directory forest replication.  Recursive DNS queries are sent to the local system’s configured DNS server(s) to confirm that the local system can resolve the DNS records used for Active Directory forest replication.  Typically, not all of the local system’s configured DNS servers are queried during this process.  Default DNS client resolver behavior is observed, so if the DNS server at the top of the local system’s DNS Server list does not respond, the next server in the list is used.  See “Q261968 Explanation of the SLM Feature in the Domain Name Resolver” for more details on this DNS client functionality. 
For more details on using /ad, /s and /s localhost please read the section of this document titled: “Using DNSLint to Verify DNS Records Used for AD Replication.”
II. Using DNSLint to Diagnose Lame  Delegation

DNS administrators use DNS delegations to assign the responsibility/authority for a DNS subdomain to a particular set of DNS servers.  Typically, DNS delegations help administrators implement a DNS infrastructure that is easy to administrate.  This technique provides flexibility and scalability for DNS infrastructures.

Lame delegation occurs when the responsibility/authority for a given DNS subdomain has been delegated to a particular DNS server, but that DNS server either doesn't exist or doesn't act authoritatively for that subdomain.  Lame delegation is rampant on the Internet and common on private networks.

Lame delegation problems can be compounded when other DNS issues are present in a DNS infrastructure.  For example, if DNS domain information is not identical on all authoritative DNS servers for a domain, different authoritative DNS servers will return different data.  This can lead to intermittent name resolution difficulties.  When Mail Exchange (MX) records are configured, but the glue records (the actual IP address of the mail server) for those records are missing, this can result in inconsistent e-mail delivery. 

The most common way to diagnose and troubleshoot these types of DNS issues is to use the nslookup utility.  Nslookup.exe is included with Windows NT, Windows 2000, and Windows .Net Server.  It is a command line utility that enables users to query local and remote DNS servers.  This utility allows users to manually traverse a DNS infrastructure and to inspect the various DNS records on each DNS server along the way.  Using nslookup to troubleshoot and diagnose the aforementioned DNS issues can be difficult, time consuming and tedious, especially in large, complex DNS environments like the Internet.

For example, to diagnose a case of lame delegation on an Internet domain name, the following steps could be taken:

1. Contact InterNIC or another Internet registry service to find out if the problem domain name has been registered and the names of the DNS servers that are registered as authoritative for the domain. 

2. Using InterNIC or another registry service, determine the IP addresses of the authoritative DNS servers identified in step one.

3. Once you know the IP addresses of the DNS servers that are registered as authoritative for the problem domain, you can start using nslookup.exe to query each one of those DNS servers.  Since most DNS servers on the Internet do not allow anonymous zone transfers, you will have to query for each record type (NS, MX, A) separately.  As you query for NS records on each DNS server, you may discover that there are other DNS servers identified as authoritative for the domain that were not registered on the Internet registry.  These additional DNS servers will have to be queried as well as the ones identified in steps one and two above.  Repeat step three until you have documented all of the various DNS records on all the DNS servers identified as authoritative for the problem domain.

4. Once you have collected all of the DNS record data from all of the authoritative DNS servers, you can start comparing the records from each authoritative DNS server to every other authoritative DNS server.  Verify that all of the record data is correct, valid, and identical on each server.  Lame delegation and other DNS issues are typically caused by incorrect and/or invalid record data as well discrepancies between DNS servers.  Once you have identified DNS servers and DNS records with these problems, you can work to correct them.

Depending on how suave you are with nslookup and how large and complex the DNS environment is, this process may take quite a while to complete accurately.  A similar technique can be used to diagnose DNS issues on private networks.  On a private network, the use of an Internet registry service is not needed.

Using DNSLint to Diagnose Lame  Delegation (continued)

DNSLint is an expert system that reduces the effort used to troubleshoot and diagnose DNS issues.  It can be used to troubleshoot and diagnose DNS issues on the Internet and on private networks.  It completes the steps outlined in section one above typically in under a minute and generates a report in HTML format.   

DNSLint verifies domain Host (A) records, domain Name Server (NS) records, domain Mail Exchange (MX) records and the glue records associated with both NS and MX records.  It also verifies that all authoritative DNS servers for a domain are responding to DNS queries and have synchronized zone data.

DNSLint is also able to test network connectivity to three well known TCP ports used for e-mail.  The Simple Mail Transfer Protocol (SMTP – TCP port 25), Post Office Protocol (POP version 3 – TCP port 110)  and Internet Message Access Protocol (IMAP version 4 – port 143) are supported.  As DNSLint resolves MX records and finds the IP addresses of e-mail servers it will check each e-mail port and report whether the ports are listening, not listening or filtered (no response).  See the description of the /c option for more details.

The user specifies the domain name they want to test and the utility generates a report in HTML format that can be viewed in a web browser.  The required  /d (domain) switch is used to specify the domain name to be tested.

For example:

dnslint /d microsoft.com

Running this command will verify the DNS records for the domain called microsoft.com.  DNSLint will connect to www.internic.net and determine the IP addresses of the DNS servers that are supposed to be authoritative for microsoft.com.  It will then contact each DNS server in the list and document the various DNS records that each server has regarding the domain.  It adds new authoritative DNS servers to the list as they are found, and queries them accordingly.

After DNSLint has collected all of the DNS record data, it processes the data and generates a report in HTML format.  The default name of the report is dnslint.htm and is created in the current directory where DNSLint was executed from.  The user can specify the name and location of the report.  The report looks like the following sample:

DNSLint Report
System Date: Thu Mar 21 10:04:43 2002 
Domain name tested: 

    reskit.com
The following 3 DNS servers were identified as authoritative for the domain:

DNS server: NS1.RESKIT.com
IP Address: 63.240.56.11
UDP port 53 responding to queries: YES 
TCP port 53 responding to queries: Not tested
Answering authoritatively for domain: YES


SOA record data from server:
Authoritative name server: ns1.reskit.com
Hostmaster: admin.reskit.com
Zone serial number: 2002051301
Zone expires in: 83.33 day(s)
Refresh period: 900 seconds
Retry delay: 600 seconds
Default (minimum) TTL: 7200 seconds

Additional authoritative (NS) records from server:
ns1.reskit.com 63.240.56.11
ns2.reskit.com 63.240.56.12
ns3.reskit.com 170.20.116.35
 
Host (A) records for domain from server:
 207.46.230.186
Mail Exchange (MX) records from server (preference/name/IP address):
20 ms6.reskit.com 169.254.170.12
30 ms8.reskit.com 169.254.170.13
40 ms9.reskit.com 169.254.170.14



DNS server: NS2.RESKIT.COM
IP Address: 63.240.56.12
UDP port 53 responding to queries: YES 
TCP port 53 responding to queries: Not tested 
Answering authoritatively for domain: YES

SOA record data from server:
Authoritative name server: ns1.reskit.com
Hostmaster: admin.reskit.com
Zone serial number: 2002051301
Zone expires in: 83.33 day(s)
Refresh period: 900 seconds
Retry delay: 600 seconds
Default (minimum) TTL: 7200 seconds

Additional authoritative (NS) records from server:
ns1.reskit.com 63.240.56.11
ns2.reskit.com 63.240.56.12
ns3.reskit.com 170.20.116.35
 
Host (A) records for domain from server:
 207.46.230.186
Mail Exchange (MX) records from server (preference/name/IP address):
40 ms9.reskit.com Unknown
20 ms6.reskit.com Unknown
30 ms8.reskit.com Unknown



DNS server: NS3.RESKIT.com
IP Address: 170.20.116.35
UDP port 53 responding to queries: YES 
TCP port 53 responding to queries: Not tested
Answering authoritatively for domain: NO

SOA record data from server:
Authoritative name server: ns1.reskit.com
Hostmaster: admin.reskit.com
Zone serial number: 2002051301
Zone expires in: 83.33 day(s)
Refresh period: 900 seconds
Retry delay: 600 seconds
Default (minimum) TTL: 7200 seconds

Additional authoritative (NS) records from server:
ns1.reskit.com 63.240.56.11
ns2.reskit.com 63.240.56.12
ns3.reskit.com 170.20.116.35

Host (A) records for domain from server:
 207.46.230.186
Mail Exchange (MX) records from server (preference/name/IP address):
20 ms6.reskit.com 169.254.170.12
30 ms8.reskit.com 169.254.170.13
40 ms9.reskit.com 169.254.170.14



Notes:
One or more DNS servers is not authoritative for the domain  
One or more MX records did not have valid glue records



Legend: warning, error
Using DNSLint to Diagnose Lame  Delegation (continued)

The report is divided into sections for each DNS server tested. Notice the "notes" section at the bottom of the report.  Based on the data collected from the authoritative DNS servers, potential problem areas are identified in this section.
Potential problem areas are categorized as warnings or errors.  Warnings may or may not be the cause of lame delegated or other DNS related problems.  These are conditions that are not optimal but cannot be considered critical. Warnings are displayed with an orange/gold color.  Errors typically cause lame delegation or other DNS related problems and are displayed in red.  These conditions should be fixed before moving on to other troubleshooting activities.

In the report, each host record found on each DNS server is presented as a hyperlink.  Since Internet hosts are typically web servers that listen on TCP port 80, you can click on the hyperlink to test connectivity to the host's web service (TCP port 80).  When the /s option is specified, host records are presented in text rather than in hyperlink format.  Hosts on a private network may or may not be web servers (listening on TCP port 80), so the host records are not hyperlinked.

Fixing the errors that DNSLint identifies in this report will help avoid the problems caused by lame delegation issues.

How to test domains that are not registered on InterNIC (including third and fourth level domain names)
The /s (server or seed) switch allows the user to by-pass connecting to www.internic.net to find the IP addresses of authoritative DNS servers with a Whois lookup.  Instead the user supplies the IP address of a DNS server that is supposed to be authoritative for the specified domain.  In essence the user is “seeding” the authoritative DNS server list instead of using InterNIC.  This option is useful for verifying DNS records on a private network.

For example:

dnslint /y /d reskit.local /s 169.254.10.19

This option also enables DNSLint to test domains that InterNIC does not support. i.e. .ca, .uk, .au, etc This also allows DNSLint to test third or fourth level domain names (example development.reskit.com).  To test one of these domains, the responsibility to find an authoritative DNS server for the target domain is left to the user.  Put another way, the user is responsible for steps 1 and 2 outlined in the “Background Information” section of this document (section I above).

The user can use an online registry service to find out what DNS servers are supposed to be authoritative for the domain they are interested in.  Then the user specifies one of those DNS servers using the /s option.  DNSLint will use the specified DNS server as if it received the server’s IP address from InterNIC.  DNSLint will start with step 3 outlined in the “Background Information” section of this document (section I above) to test the specified domain name.

For example, let’s say we want to test the domain called “nait.ab.ca.”  You could use the following steps:

1. First you need to find a whois service for the .ca domain.  Use www.msn.com to search the World Wide Web for “whois ca” and select one of the resulting hits. 

2. In this example I selected http://www.dot.ca/whois/links/whoiscontent.html  This site allows you to perform a whois search for the .ca domain.  Using this site, I searched for nait.ab.ca and the following information was returned:

"NAIT.AB.CA" is registered.

Domain Name: nait.ab.ca (22578)
Registered: 2000/10/17

nait-net.nait.ab.ca 192.197.128.135

naitgate.nait.ab.ca 192.197.128.134 

3. Use this information to seed the DNS server list for DNSLint.  Run the following command:

dnslint /s 192.197.128.135 /d nait.ab.ca 

DNSLint starts testing the nait.ab.ca domain using the 192.197.128.135 DNS server.  The following report is the result:

DNSLint Report
System Date: Wed Mar 27 16:38:35 2002 
Domain name tested: 

    nait.ab.ca
The following 2 DNS servers were identified as authoritative for the domain:

DNS server: nait-net.nait.ab.ca
IP Address: 192.197.128.135
UDP port 53 responding to queries: YES 
TCP port 53 responding to queries: Not tested
Answering authoritatively for domain: YES
Authoritative name server: nait-net.nait.ab.ca
Zone serial number: 971020145
Zone expires in: 7.00 days

Additional authoritative (NS) records from server:
naitgate.nait.ab.ca 192.197.128.134
nait-net.nait.ab.ca 192.197.128.135

Host (A) records for domain from server:
192.197.128.134

Mail Exchange (MX) records from server (preference/name/IP address):
10 naitgate.nait.ab.ca 192.197.128.134
20 nait-net.nait.ab.ca 192.197.128.135



DNS server: naitgate.nait.ab.ca
IP Address: 192.197.128.134
UDP port 53 responding to queries: YES
TCP port 53 responding to queries: Not tested
Answering authoritatively for domain: YES
Authoritative name server: nait-net.nait.ab.ca
Zone serial number: 971020145
Zone expires in: 7.00 days

Additional authoritative (NS) records from server:
naitgate.nait.ab.ca 192.197.128.134
nait-net.nait.ab.ca 192.197.128.135

Host (A) records for domain from server:
192.197.128.134

Mail Exchange (MX) records from server (preference/name/IP address):
10 naitgate.nait.ab.ca 192.197.128.134
20 nait-net.nait.ab.ca 192.197.128.135





Legend: warning, error
III. Using DNSLint to Verify DNS Records

Verifying a particular set of DNS records on multiple DNS servers can help diagnose and fix problems caused by missing or incorrect DNS records.  

For example, when clients are experiencing problems logging on to the domain, verifying that the SRV records that clients use to find LDAP and Kerberos servers are available and accurate, can help determine if DNS is a cause of the problem?
Another example scenario is where you receive reports that customers are having problems accessing your website on the Internet.  It would be nice to have a tool that quickly checks all the DNS records that are involved with the web farm on all of the DNS servers that are supposed to have these records.  You could quickly determine if there are missing or incorrect DNS records that may be related to the problem.

In a third example, you could be experiencing problems with e-mail delivery.  You can send e-mail, but are not receiving e-mail.  Name resolution could be the problem?  To confirm this theory or eliminate it as a possibility, you need to check all of the DNS records on all of the DNS servers that are used to resolve the e-mail server’s IP address.

Using DNSLint to Verify DNS Records (continued)

DNSLint’s /ql (Query List) option provides this functionality.  DNSLint reads instructions from the text file specified using the /ql option.  Once it has verified that the file is a valid DNSLint input file, it runs the queries that are specified within the file and reports the results in an easy to read HTML report (and optionally in a text report).   This input file allows administrators to customize which DNS servers to query and exactly which DNS records to look for on each server.  The format of the input file is as follows:
DNSLint

[dns~server] 169.254.46.138

www.reskit.com,a,r 


169.254.197.1,ptr,r


[dns~server] 169.254.46.200
reskit.com,cname,r


reskit.com,mx,r 


_kerberos._tcp.dc._msdcs.reskit.com,srv,r

The file must start with the word “dnslint” at the top of it.  This is the first thing DNSLint looks for when the input file is opened.  If it is not the first word read when the file is opened, the specified input file is rejected and an error is generated.

 [dns~server] 169.254.46.138

This line specifies the IP address of a DNS server to send queries to.  [dns~server] must be specified followed by a valid IP address.  If either of these two components is missing, an error is generated and the specified input file is rejected.
Subsequent lines indicate the queries to send to the specified DNS server:

www.reskit.com,a,r 


169.254.197.1,ptr,r
Format of the queries:

The first field in the line is the name to query.  For example www.reskit.com.  The name is then immediately followed by a comma.  No spaces are allowed on either side of the comma.
The second field follows the comma immediately after the name to query.  The second field is the type of record to query for.  Valid types are as follows:
· a = Host
· ptr = Pointer
· cname = Alias
· mx = Mail Exchange
· srv = Service Location

The type of record is then immediately followed by a comma.  No spaces are allowed on either side of the comma.

The third field is the type of query.  This field immediately follows the comma after the type of record.  Valid query types are as follows:
· r = recursive
· i = iterative

Nothing else is required to follow the third field.  All three fields are required, and no spaces allowed anywhere within the query line.  A fourth field is optional.  Appending “,tcp” to the third field will make DNSLint send the specified query using the TCP protocol instead of the default UDP protocol.  Again, no spaces allowed and nothing should follow this field if it is used.
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[dns~server] 169.254.46.138

www.reskit.com,a,r 


169.254.197.1,ptr,r


[dns~server] 169.254.46.200
reskit.com,cname,r


reskit.com,mx,r,tcp 


_kerberos._tcp.dc._msdcs.reskit.com,srv,r

Two types of comments are supported, using two different symbols:

· The semicolon symbol ( ; ) denotes a comment that is ignored by DNSLint.  Add this type of comment to the input file when you want to add a comment that is only visible when the input file is edited.

· The plus symbol ( + ) denotes a comment that will be printed in the HTML report (and in the optional text report).  Use this type of comment when you want to add extra information to the report in order to make it easier to understand.
For example, the following is a sample input file called reskit_input.txt.  It has both types of comments in it:

DNSLint

[dns~server] 169.254.8.10 


+This server's name is dns01.reskit.com 

;this section checks particular DNS records used for Active Directory

+All DCs in the reskit.com domain

_ldap._tcp.reskit.com,srv,r 

;this section checks web server records
[dns~server] 169.254.1.1 
+This is a DNS server on the Internet responsible for reskit.com

+E-mail servers

reskit.com,mx,r,tcp 

+Web servers

reskit.com,a,r 



+Reverse lookup record

65.54.248.222,ptr,r


+Aliases

reskit.com,cname,r
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DNSLint processes the input file when the following command is run:

dnslint /ql reskit_input.txt /v 

The resulting HTML report looks similar to this sample:

DNSLint Report
System Date: Mon Jun 03 16:58:15 2002 
Command run: 
dnslint /ql reskit_input.txt /v 

DNS Server: 
    169.254.8.10
This server's name is dns01.reskit.com 


All DCs in the reskit.com domain 

Name queried: _ldap._tcp.reskit.com 
Record type: SRV      Query type: recursive      Protocol used: UDP

Query result: dc01.reskit.com
                      Priority: 1
                      Weight: 100
                      Port: 389

                     dc02.reskit.com
                      Priority: 0
                      Weight: 100
                      Port: 389

DNS Server: 
    169.254.1.1
This is a DNS server on the Internet responsible for reskit.com 

E-mail servers 

Name queried: reskit.com 
Record type: MX      Query type: recursive      Protocol used: TCP

Query result (Preference/Host):
                      10 mail_server

Web servers 

Name queried: reskit.com 
Record type: A      Query type: recursive      Protocol used: UDP

Query result: 10.20.30.1

Reverse lookup record 

Name queried: 222.248.54.65.in-addr.arpa 
Record type: PTR      Query type: recursive

Query result: record not found

Aliases 

Name queried: reskit.com 
Record type: CNAME      Query type: recursive      Protocol used: UDP

Query result: DNS server responded with a referral to another DNS server

Legend: success, warning, error, user comments
Once you have identified all of the DNS servers and DNS records that are important in your environment, you can write your own customized DNSLint input files.  These files can then be used together with DNSLint to aid in administration, ongoing maintenance, and troubleshooting.
Important DNS records for Active directory Domain Controllers are documented in “Q178169 DNS Records Registered by Windows 2000 Domain Controllers.”  Use this article to help determine which records to include in a DNSLint input file used to check AD related DNS records.  For example:
DNSLint

[dns~server] 169.254.23.44 


+This server's name is maindns.reskit.com 

;this section checks particular DNS records used for Active Directory

+All DCs in the reskit.com domain

_ldap._tcp.reskit.com,srv,r 

+PDC emulator for the reskit.com domain

_ldap._tcp.pdc._msdcs.reskit.com,srv,r 
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+GUID record for dc.resit.com

e4787399-ef05-12d6-ab5c-0112c74b5432._msdcs.reskit.com,cname,r

+Active Directory DCs used to join the reskit.com domain

_ldap._tcp.dc._msdcs.reskit.com,srv,r 

+All Global Catalog Servers in the reskit.comdomain

_ldap._tcp.gc._msdcs.reskit.com,srv,r 

+Kerberos Servers in the domain

_kerberos._tcp.dc._msdcs.reskit.com,srv,r

The /ql (query list) option cannot be used with the /d, /ad, /c, /test_tcp switches.  However /v, /y, and /t can be used with /ql.
DNSLint can generate a sample input file that can be used as a template.  To do this run:

dnslint /ql autocreate

Specifying “autocreate” after the /ql switch will generate the sample input file in the local directory called 

“in-dnslint.txt.”   Although there is no way to specify a different name for the auto-generated input file, it can be renamed after it has been created.  DNSLint will prompt the user for permission to overwrite an existing in-dnslint.txt file.
IV. Using DNSLint to Verify DNS Records Used for AD Replication 

The Active Directory is a distributed database.  It is used to store information about objects on a network and to allow users to access this information.  Active Directory replication is used to synchronize partition replicas among Domain Controllers (DCs) in an Active Directory forest.  This replication process allows users to access information from where ever they happen to be on the network.  When this replication process fails to work as designed, users may experience an interruption in the services that rely on information from the Active Directory:  domain logon, access to network resources such as files and printers, etc.

Active Directory replication relies on the Domain Name Service (DNS) to resolve names to IP addresses as needed.  An Active Directory DC typically registers a variety of DNS records with its configured DNS server when its netlogon service starts.  A list of these records is documented in “Q178169 DNS Records Registered by Windows 2000 Domain Controllers.”
When an Active Directory DC wants to replicate with another DC, it uses DNS to find other DCs.  This process works as follows:
1. The DC initiating (DC1) the replication queries the Active Directory looking for its configured replication partners.  These replication partners are typically defined by the Knowledge Consistency Checker (KCC), but can also be defined manually.  DC1 only knows the name of the DC it wants to replicate with (DC2).  It finds a Global Unique Identifier (GUID) in the Active Directory that matches the target DC’s name (DC2).  Each DC in the forest should have its own unique GUID.
2. Now that DC1 knows DC2’s GUID it must find DC2’s IP address so that it can connect to it across the network.  To do this DC1 uses DNS.  DC1 sends a recursive DNS query to its locally configured DNS server for a CNAME record.  This record always has the following format:  guid._msdcs.<root of Active Directory forest>  Where guid is the GUID that DC1 found in the 
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Active Directory and <root of Active Directory forest> is the root of the Active Directory forest.  For example: 91f9b084-4876-4b59-be17-59e74c340221._msdcs.reskit.com.  DC1’s locally configured 
DNS server should respond to the query for the CNAME, with an alias.  The alias is another name for the GUID.  For example: dc-02.na.reskit.com.
3. Now that DC1 knows the alias for the GUID, it must resolve the alias to an IP address so that it can connect to it across the network.  DC1 sends a recursive DNS query to its locally configured DNS server for a Host (A) record that matches the name of the alias.  The DNS server should respond with the IP address that has been mapped to the alias.  For example: 169.254.66.7
4. Now that DC1 has DC2’s IP address, it can connect to DC2 over the network and replicate Active Directory information.
If the process described above fails, then Active Directory forest replication will fail and network clients will likely experience problems.
DNSLint can help to determine if the DNS records used for Active Directory forest replication are in place and can be resolved.  
The /ad parameter is used to specify an Active Directory DC that can be used to find the GUIDs for all the DCs in the Active Directory forest.  The /s option is required when using the /ad function.  The /s option is used to tell DNSLint the IP address of a DNS server that is authoritative for the _msdcs.<forest root> zone
For example:  dnslint /ad 169.254.32.1 /s 169.254.10.22
When this command is run, DNSLint first contacts the Active Directory DC specified after the /ad switch (169.254.32.1).  Using LDAP it queries the Active Directory on this DC for all the GUIDs in the Active Directory forest.  Specifically, it queries the following location in the Active Directory:  CN=NTDS Settings, CN=Sites,CN=Configuration,DC=na,DC=reskit,DC=com.  Where DC=na,DC=reskit,DC=com is the root of the Active Directory forest.  

This type of LDAP query requires authentication to the Active Directory.  Typically DNSLint runs under the security context of the user that ran the command.  This user’s credentials are used to authenticate to the Active Directory during the LDAP bind operation.  If the credentials are valid and the user has access to this information in the Active Directory, the bind will succeed and the Active Directory will be searched for the GUIDs.  If the bind fails, the search will not be performed and the entire operation will fail.  DNSLint will return an error to the user in these cases. 
If a list of GUIDs is returned from the specified DC, DNSLint will send a DNS query to the DNS server specified using the /s option.  In the example above, DNS queries would be sent to 169.254.10.22.  If this DNS server is not authoritative for the _msdcs.<root of Active Directory forest>, the operation may end without finding any DNS records for the GUIDs found earlier.  The /s option must specify the IP address of a DNS server that is authoritative for the _msdcs.<root of Active Directory forest> subdomain.  In some environments this zone has been delegated to a DNS server that is not authoritative for the root of the forest.  DNSLint checks for a delegation by checking if an SOA record for the _msdcs.<root of Active Directory forest> zone exists.  If one does, then it has been delegated.  If an SOA record does not exist for this zone, it is assumed that the zone is a subdomain contained in the same zone as the forest root.
DNSLint tries to discover other DNS servers that are authoritative for the root of Active Directory forest as it processes the DNS queries.  Once DNSLint has found DNS servers that are authoritative for the root of Active Directory forest, it queries the DNS server(s) for the CNAME records it found in the Active Directory.  As it resolves each CNAME record to an alias, it also tries to resolve the glue (A) record for each alias.  As mentioned earlier in this document, these DNS records are required for Active Directory replication.
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DNSLint then creates a report in HTML format (and optionally a text report).  The report includes all of the GUIDs found in the Active Directory, the DNS servers found to be authoritative for the root of 

Active Directory forest, and the results of all the CNAME and glue (A) record queries to those servers.  It reports which CNAME records and which glue (A) records were missing on each DNS server.  The report looks like the following:
DNSLint Report
System Date: Wed Jun 19 15:07:25 2002 
Command run: 
dnslint /ad /s 169.254.122.19 /v
Domain name tested: 

    reskit.local
Active Directory Forest Replication GUIDs Found:

DC: RESKIT-W2K05
GUID: cd04fbe1-b801-431a-b284-25343941482c

DC: RESKIT-W2K07
GUID: a6f8ddce-ed3b-4b71-ab97-dcd16b60bcdf

DC: RESKIT-W2K10
GUID: 35036134-89e9-4771-82ff-7e9f4a3895ae


Total GUIDs found: 3


The following DNS servers were identified as authoritative for the domain:

DNS server: reskit-w2k05.reskit.local
IP Address: 169.254.122.19
UDP port 53 responding to queries: YES
TCP port 53 responding to queries: Not tested
Answering authoritatively for domain: YES

SOA record data from server:
Authoritative name server: dns1-w2k05.reskit.local
Hostmaster: admin
Zone serial number: 176
Zone expires in: 1.00 day(s)
Refresh period: 900 seconds
Retry delay: 600 seconds
Default (minimum) TTL: 3600 seconds

Additional authoritative (NS) records from server:
dns1-w2k05.reskit.local 157.59.122.19

Alias (CNAME) and glue (A) records for forest GUIDs from server:
CNAME: cd04fbe1-b801-431a-b284-25343941482c._msdcs.reskit.local
Alias: reskit-w2k05.reskit.local
Glue: 169.254.122.19

CNAME: a6f8ddce-ed3b-4b71-ab97-dcd16b60bcdf._msdcs.reskit.local
Alias: reskit-w2k07.reskit.local
Glue: 172.30.137.150

Total number of CNAME records found by local system: 2

Total number of CNAME records local system could not find: 1

Total number of glue (A) records this server could not find: 0

CNAME records for forest GUIDs not found:
GUID: 35036134-89e9-4771-82ff-7e9f4a3895ae._msdcs. reskit.local
DC: reskit-w2k10


Notes:
At least one CNAME record for an AD forest GUID was missing from a DNS server


Legend: warning, error
This information can be used to correct any missing DNS registrations and/or to clean the Active Directory of non-existent DCs that are listed in it.

In order to check if a particular DC can resolve all the DNS records used for Active Directory forest replication, run the following command on the DC itself:

dnslint /ad 169.254.22.5 /s localhost

DNSLint will use 169.254.22.5 (specified after the /ad switch) to query the Active directory for the GUIDs for all the DCs in the forest.  It will then send recursive DNS queries to the DC’s locally configured DNS servers to check if the DC can resolve the necessary records.  The report that DNSLint generates can then be used to correct any DNS problems and to ensure that the DC can replicate with all other DCs in the forest.
V. DNSLint Configuration and Technical Details

DNSLint runs on Windows 2000 and later Windows operating systems.  It does not run on Windows NT 4.0 systems, as many APIs that were introduced in Windows 2000 are used.
How DNSLint Determines if a DNS Server is Authoritative for a Zone

In order to determine if a particular DNS server is authoritative for a given zone, DNSLint attempts to match each target DNS server to the list of DNS servers configured as “Name Servers” for the zone.  First DNSLint iteratively queries the target server for the SOA record of the zone it has been asked to test.  If the SOA record does not exist on the target DNS server, then the DNS server probably is not authoritative for the zone.  If the SOA record does exist on the DNS server, one of the fields typically returned as part of the record is the “authoritative name server” or “primary name server.”  This field specifies the DNS server that was the original source of the data.  If the target server’s FQDN matches this field in the SOA record, the server is likely authoritative for the zone being tested.
DNSLint also sends an iterative query for the “NS” record type for the domain name being tested.  If the target server’s FQDN is returned in the query response as one of the name servers for the domain, the target server is considered authoritative.

If the target server’s FQDN is not the primary name server from the SOA response and is not among the name servers returned from an NS query, then it is reported as non-authoritative.  

The /s option is used to specify a DNS server that is authoritative for the domain name being tested.  Since the /s option accepts only valid IP addresses, a PTR query (reverse lookup) is sent to resolve the target DNS server’s name using the IP address supplied by the user.  If the IP address cannot be resolved to an FQDN, the target DNS server’s name cannot be compared to the primary name server from the SOA response or to the name servers returned from the NS query.  In these cases, DNSLint will report “Answering authoritatively for domain: Unknown.”  Typically, adding a PTR record for each name server on a network will allow DNSLint to properly determine if the target DNS server is authoritative for the domain name being tested. 
Using /d
When testing Internet domain names, DNSLint relies on www.internic.net to supply it with the names and IP addresses of authoritative DNS servers for the specified domain.  DNSLint will not succeed if www.internic.net fails to respond, or responds with inaccurate information.  Sometimes it is necessary to run the utility several times consecutively to get an accurate response from InterNIC.  DNSLint is limited to testing particular second level domains since InterNIC only supplies information for second level domains (i.e. .biz, .com, .edu, .info, .int, .museum, .net, and .org).  DNSLint will not work with some of these domains because the information supplied by InterNIC is in a different format.  For example, InterNIC returns different data for whois queries for registrations in the .edu domain than in any other domain.  If DNSLint is consistently reporting invalid responses from www.internic.net, go to www.internic.net using a web browser and perform the same registration whois lookup to see what the invalid response is.  Alternatively, use the /s option to specify a DNS server as a starting point for the tests and by-pass InterNIC all together.

When DNSLint connects to www.internic.net to identify authoritative DNS servers for a domain, it uses the Hypertext Transfer Protocol (HTTP).  Then DNSLint queries authoritative DNS servers using Windows Socket (Winsock) calls to UDP port 53.  By default, e-mail server connectivity tests use TCP ports 25 for SMTP, 110 for POP, and 143 for IMAP.  DNSLint makes Winsock connections to each of these ports. Because DNSLint uses both HTTP and Winsock, running it behind a firewall may require some configuration steps.  

For example, if you run DNSLint from a client located behind Microsoft Internet Security and Acceleration Server (ISA Server) or from behind a Microsoft Proxy Server (version 2.0), the client may need the ISA Firewall Client or Winsock Proxy Client (WSP) software installed on it.  This software will allow DNSLint to make Winsock calls to DNS servers located on the Internet (outside the firewall).  

Also, the client may need to be configured to use the ISA Server or Proxy Server for Internet bound HTTP requests, so that it can successfully connect to www.internic.net  using HTTP.  Fortunately, DNSLint uses the same configuration as Microsoft Internet Explorer (I.E.).  This means that if you have configured Internet Explorer to use an ISA Server or Proxy Server for Internet access, no further action is required to configure DNSLint.  If you have not configured Internet Explorer to use a firewall/caching server for Internet access, but know that DNSLint will need to be configured to use one, simply configure Internet Explorer to use the firewall (from I.E. menu: Tools, Internet Options..., Connections tab, LAN Settings button).  Then DNSLint will be able to share this configuration and will use the configured firewall/caching server for Internet access.

Alternatively, if the client running DNSLint has been configured as a Secure NAT (S-NAT) client of an ISA server, none of the preceding configuration steps are necessary.  An S-NAT client is one that is configured to use the ISA server as its default gateway and is not required to run any type of firewall client software.  In this situation, the client’s Winsock and HTTP requests will be handled by the ISA server (via HTTP redirector) without any extra configuration steps on the client.
Using /ql

DNSLint verifies the specified input file before using its contents to send DNS queries. It checks specified IP addresses to ensure they are valid and checks the validity of each field on each line.  Comments that start with ; are ignored, while comments that start with + are printed in the report(s).  These comments are meant to be small in size (less than 500 characters).

Once DNSLint has verified the input file, it starts sending the DNS queries listed in the input file to the DNS servers specified in the input file.  If a destination DNS server does not respond to a query, the query will be retried.  If the DNS server does not respond, other queries specified in the input file for that particular DNS server will be by-passed.  This behavior will avoid the delay involved in sending several DNS queries to a server that is not responding.  For example, if a query to a DNS server using TCP times out, DNSLint will not send other queries listed in the input file to that DNS server.  This is true even if subsequent queries are UDP based queries. 
